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1. Version Control 
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1.0 20/06/2018 Thomas Kritzer Release version 
1.1 08/07/2018 Thomas Kritzer Contact details updated 
1.2 07/09/2020 Sven Ragaller Contact details updated 
1.3 26/06/2021 Thomas Kritzer Updating of Section 2, 3 & 4 

and annexures.  
1.4 27/06/2022 Thomas Kritzer Updating of Section 5 and 

contact details updated 
1.5 12/12/2022 Thomas Kritzer Updating of Sections 2.8 and 5. 
1.6 24/05/2023 Thomas Kritzer Contact details updated 
1.7 05/07/2023 Thomas Kritzer Updating of Sections 2.4, 2.7, 

2.8, 4.11 
1.8 10/04/2025 Thomas Kritzer Updating of Sections 2.4, 4.8 
1.9 18/08/2026 Thomas Kritzer Logo update, Updating of 

Sections 2.5 
1.10 22/10/2026 Thomas Kritzer Updating of Sections 2.1, 2.3, 

2.4, 2.7, 2.8, 3, 4 and 5. Adding 
of sections 3.7, 4.12 and 6. 
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2. Introduction 
 
 
2.1. Purpose 

The Promotion of Access to Information Act 2 of 2000 (PAIA) gives third parties the 
right to approach private bodies (and the government) to request information held 
by them, which is required in the exercise or protection of any right. 
The Act accordingly requires that procedures be put in place by public and private 
bodies to enable persons to obtain access to records swiftly, inexpensively and 
effortlessly. In terms of the Act, a private body includes juristic entities such as 
companies. 
 
On request, the private body – in this instance Skypiom – is obliged to release such 
information unless PAIA expressly states that the records containing such 
information may not be released. This manual informs requestors of procedural and 
other requirements that a request must meet as prescribed by PAIA and 
furthermore serves as a guide on how a requester of information may request 
access to that information held by Skypiom.  
 
This manual is not exhaustive of, nor does it comprehensively deal with, every 
procedure provided for in PAIA. Requesters are advised to familiarise themselves 
with the provisions of PAIA before making any requests to Skypiom in terms of 
PAIA. 
 
Skypiom makes no representation and gives no undertaking or warranty that the 
information in this manual or any information provided by it to a requester is 
complete or accurate, or that such information is fit for any purpose. All users of any 
such information shall use such information entirely at their own risk, and Skypiom 
shall not be liable for any loss, consequential or otherwise, expense, liability or 
claims, howsoever arising, resulting from the use of this manual or of any 
information provided by Skypiom or from any error therein. 
 
All users irrevocably agree to submit exclusively to the law of the Republic of South 
Africa and, to the extent permitted by law, to the exclusive jurisdiction of the courts 
of Cape Town, Western Cape, in respect of any dispute arising out of the use of this 
manual or any information provided by Skypiom. 
 
This manual is an information notice required by law. It does not create any 
contractual rights or obligations, and does not amend any agreement between 
Skypiom and any other person. It should be read together with Skypiom’s Privacy 
Policy and, where applicable, its Data Processing Agreement.  
 

 
2.2. Availability of This Manual 

As provided for in terms of section 51(2), this manual will be updated on an as 
required basis. Once the amendments have been finalised the latest version will be 
made public through Skypiom's website (https://www.skypiom.com/legal). 
 
Alternatively, a requester may contact Skypiom per the particulars outlined in 
sections 2.5 and 2.6 of this manual and request to obtain an electronic copy of this 
manual. 
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2.3. Guide to the Information Regulator 
A guide on how to use PAIA, as contemplated under section 10 of PAIA, has been 
compiled by the Information Regulator. It contains the information required by a 
person who wishes to exercise any right contemplated under PAIA and POPIA, and 
may be obtained from: 
 
The Information Regulator (South Africa) 
Website: https://inforegulator.org.za 
Telephone: +27 (0)10 023 5200 
Email: enquiries@inforegulator.org.za 

 
 

2.4. Nature of Business 
Skypiom is a workforce readiness, competency and compliance technology 
company that develops an integrated platform combining learning management, 
competency management, compliance tracking, assessments, AI-enabled 
automation and reporting. The platform also provides capabilities such as legislative 
tracking. Skypiom’s anti-money laundering (AML) and sanctions screening 
capability is provided under separate terms. 
 
Granular measurement and reporting are integral to the platform and require the 
collection and processing of specific information. Skypiom is therefore responsible 
for ensuring that Personal Information under its control is collected, used, stored, 
retained and disposed of lawfully and in accordance with the Protection of Personal 
Information Act 4 of 2013 (POPIA). Where Skypiom processes Personal Information 
on behalf of its customers, Skypiom acts as an Operator and the customer is the 
Responsible Party, as explained in section 3.7. 

 
 

2.5. Contact Details of Skypiom 
Name: Skypiom (Pty) Ltd 
Registration Number: 2011/129576/07 
Physical Address: W17 Watershed, 17 Dock Road, V&A Waterfront, 8002, Cape Town, 
South Africa 
Postal Address: Postnet Suite 747, Private Bag X16, Constantia, 7848, Cape Town, 
South Africa 

 
 
2.6. Contact Details of the Information Officer of Skypiom 

Information Officer: Thomas Kritzer, Managing Director 
Physical Address: W17 Watershed, 17 Dock Road, V&A Waterfront, 8002, Cape Town, 
South Africa 
Postal Address: Postnet Suite 747, Private Bag X16, Constantia, 7848, Cape Town, 
South Africa 
Telephone: +27 21 012 5600 
Email: info@skypiom.com 
 
 

2.7. Records Available in Accordance with Other Legislation 
Records are kept in accordance with such other legislation as may apply to 
Skypiom, to the extent that it applies, including, but not limited to, the following: 

i. Basic Conditions of Employment Act 57 of 1997 
ii. Compensation for Occupational Injuries and Diseases Act No. 130 of 1993 
iii. Companies Act 71 of 2008 
iv. Consumer Protection Act, No 68 of 2008 
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v. Electronic Communications and Transactions Act 25 of 2002 
vi. Employment Equity Act, No 55 of 1998 
vii. Financial Advisory and Intermediary Services Act, No 37 of 2002 
viii. Financial Intelligence Centre Act, No 38 of 2001 
ix. Labour Relations Act 66 of 1995 
x. National Credit Act, No 34 of 2005 
xi. Occupational Health and Safety Act 85 of 1993 
xii. Promotion of Access to Information Act 2 of 2000 
xiii. Skills Development Levies Act No. 9 of 1999 
xiv. Unemployment Insurance Contributions Act 4 of 2002 
xv. Value Added Tax Act 89 of 1991 

 
 
2.8. Subjects and Categories of Records held 

Companies Act 
Records 
 

Documents of incorporation, 
memorandum of incorporation, 
minutes of board of directors’ 
meetings, records relating to the 
appointment of 
directors/auditor/secretary/public 
officer and other officers, share 
register and other statutory 
registers. 

Retention period of 
electronic files: at least 5 
years 

Financial Records 
 

Tax returns, accounting records, 
banking records, rental 
agreements, tax returns, PAYE, 
UIF and SDL records, 
documents issued to employees 
for income tax purposes 
including payslips, VAT, 
workmen’s compensation, all 
other statutory compliances. 

Retention period of 
electronic files: at least 5 
years 

Job Applicant, 
Employee & 
Director Records  

Educational information, 
employment history and criminal 
behaviour, Employment 
contracts including age, ID 
number, physical and postal 
address and contact details, 
disciplinary records, salary 
records, leave records, including 
sick leave, job evaluation 
results, personality profiles and 
cognitive ability records, 
scorecards and 
correspondence. 

Retention period of 
electronic files: at least 7 
years 

Customers & Public 
Users – Natural 
Person  

Names, contact numbers, date 
of birth, ID number, 
demographic, sex, language, 
employee codes, educational 
information, occupation, email 
address, training records, 
personality profiling and 
cognitive ability records and 

Retention period of 
electronic files: for as long 
as the customer’s Service 
Level Agreement is in 
place (or, for Community 
and Community Plus 
accounts, in accordance 
with the Community 
Terms). After the Service 
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correspondence, complaint 
records. 

Level Agreement 
terminates, this information 
is deleted or de-identified 
within 90 (ninety) days, 
save where the law 
requires or permits it to be 
retained, or where this 
section states a longer 
retention period for a 
category of record. 

Customers – Juristic 
Person  

Names of contact persons, their 
email addresses and contact 
numbers, name of legal entity, 
physical and postal address, 
contact details, financial 
information; registration number; 
VAT number, authorised 
signatories, agreements, 
including services rendered, as 
well as addendums. 

Retention period of 
electronic files: at least 7 
years 

Contracted Service  Names of contact persons, 
name of legal entity, physical 
and postal address, contact 
details, financial information; 
registration number; VAT 
number, authorised signatories, 
agreements and addendums as 
well as correspondence. 

Retention period of 
electronic files: at least 5 
years 

Contracted Service 
Providers  

Names of contact persons, 
name of legal entity, physical 
and postal address, contact 
details, financial information; 
registration number; VAT 
number, authorised signatories, 
agreements and addendums as 
well as correspondence. 

Retention period of 
electronic files: at least 5 
years 

Livia (AI assistant) 
transcripts 

Messages sent to Livia and her 
responses. 

Retention period of 
electronic files: 365 (three 
hundred and sixty-five) 
days from creation, 
including backups, and 
then deleted. 

 
Where the National Credit Act 34 of 2005 or any other legislation prescribes 
retention periods that apply to Skypiom, Skypiom retains the relevant records for 
those periods. 
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2.9. Records Automatically Available 
No notice has been published pursuant to Section 51(1)(b)(ii), regarding the 
categories of records which are automatically available without having to request 
access in terms of the Act. The following records are automatically available at the 
registered office of Skypiom on payment of the prescribed fee for reproduction:  

i. Records of the company lodged in terms of government requirements such as 
the Registrar of Deeds;  

ii. Documentation and information relating to the company which is held by the 
Companies and Intellectual Properties Commission in accordance with the 
requirements set out in section 25 of the Companies Act 71 of 2008;  

iii. Product and services brochures; 
iv. News and other marketing Information; and 
v. Certain other information relating to the company is also made available on its 

website from time to time. 
 
2.10. Records That Are Not Automatically Available 

Records of the company which are not automatically available must be requested in  
terms of the procedure set out in this PAIA manual, and which may be subject to 
the restrictions and right of refusal to access as provided for in the Act. 
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3. Access to Records Held by Skypiom 
 
 
3.1. Access 

Records held by Skypiom may be accessed on request only once the requirements 
for access have been met. A requester is any person making a request for access 
to a record of Skypiom and in this regard PAIA distinguishes between two types of 
requesters: 

i. Personal Requester: a personal requester is a requester who is seeking 
access to a record containing Personal Information about the requester. 
Subject to the provisions of PAIA and applicable law, Skypiom will provide the 
requested information, or give access to any record with regard to the 
requester’s Personal Information. The prescribed fee for reproduction of the 
information requested will be charged by Skypiom. 

ii. A requester, other than a personal requester, is entitled to request access to 
information pertaining to third parties. However, Skypiom is not obliged to 
grant access prior to the requester fulfilling the requirements for access in 
terms of PAIA. The prescribed fee for reproduction of the information 
requested will be charged by Skypiom. 

 
 
3.2. Request Procedure 

A requester must comply with all the procedural requirements contained in PAIA 
relating to a request for access to a record. A requester must complete Form 2 
(Request for Access to Record), available from the Information Regulator, and 
submit it, together with payment of the request fee (where applicable), to the 
Information Officer at the postal address, physical address or email address stated 
in this manual. A request sent by email must have the subject line “PAIA Request”. 
The requester must provide sufficient detail on the request form to enable the 
Information Officer to identify the record requested and the requester. When 
completing a request, the requester must also indicate and/or include: 

i. The record or records requested; 
ii. Proof of identity of the requester; 
iii. What form of access is required; and 
iv. The postal address or email address of the requester. 

A requester must state that they require the information in order to exercise or 
protect a right, and clearly state what the nature of the right is so to be exercised or 
protected. The requester must also provide an explanation of why the requested 
record is required for the exercise or protection of that right.  
Skypiom will, within 30 (thirty) days of receipt of the request, decide whether to 
grant or decline the request and give notice with reasons to that effect. The 30 
(thirty) day period within which Skypiom has to decide whether to grant or refuse 
the request, may be extended for a further period of not more than 30 (thirty) days if 
the request is for a large number of information.  
The requester will be informed in writing, on Form 3 (Outcome of Request and of 
Fees Payable), whether access has been granted or refused and of any fees 
payable. 
If, in addition, the requester requires the reasons for the decision in any other 
manner, they must state the manner and the particulars so required. If a request is 
made on behalf of another person, the requester must then submit proof of the 
capacity in which the requester is making the request to the satisfaction of the 
Information Officer. 
If an individual is unable to complete the prescribed form due to illiteracy or 
disability, such a person may make the request orally to the Information Officer. 
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3.3. Grounds for Refusal 

Grounds for Skypiom to refuse a request for information may relate to:  
i. The mandatory protection of privacy of a third party who is a natural person; 
ii. The mandatory protection of the commercial information of a third party; 
iii. The mandatory protection of confidential information of third parties if it is 

protected in terms of any agreements; 
iv. The mandatory protection of the safety of individuals and protection of 

property; 
v. The mandatory protection of records which would be regarded as privileged in 

legal proceedings; 
vi. The mandatory protection of the commercial activities of Skypiom; 
vii. The research information of Skypiom or a third party, if its disclosure would 

disclose the identity of Skypiom, the researcher or the subject matter of the 
research and would place the research at a serious disadvantage; and 

viii. A request may be refused if it is manifestly frivolous or vexatious, or if the 
work involved in processing it would substantially and unreasonably divert 
Skypiom’s resources. 

 
3.4. Remedies if Request for Information is Refused 

i. Internal Remedies 
Skypiom does not have internal appeal procedures. The decision made by the 
Information Officer pertaining to a request is final, subject to the external 
remedies below. 

ii. External Remedies 
A requester or a third party who is dissatisfied with the Information Officer’s 
decision may, within 180 (one hundred and eighty) days of the decision, lodge 
a complaint with the Information Regulator, whose details appear in section 
2.3, or apply to a court with jurisdiction for appropriate relief. 

 
 
3.5. Fees 

PAIA provides for two types of fees, as contemplated by PAIA, namely:  
i. A request fee, which will be a standard fee; and 
ii. An access fee, which must be calculated by taking into account reproduction 

costs, search and preparation time and cost, as well as postal costs. 
When the request is received by the Information Officer, such officer shall by notice 
require the requester, other than a personal requester, to pay the prescribed 
request fee (if any) before further processing of the request. 
If the search for the record has been made and the preparation of the record for 
disclosure, including arrangement to make it available in the requested form, 
requires more than the hours prescribed in PAIA for this purpose, the Information 
Officer shall notify the requester to pay as a deposit the prescribed portion of the 
access fee which would be payable if the request is granted. 
The Information Officer shall withhold a record until the requester has paid the 
required fees. A requester whose request for access to a record has been granted, 
must pay an access fee for reproduction and for search and preparation, and for 
any time reasonably required in excess of the prescribed hours to search for and 
prepare the record for disclosure including making arrangements to make it 
available in the request form.  
 
If a deposit has been paid in respect of a request for access which is refused, the 
Information Officer will repay the deposit to the requester. 
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3.6. Record Keeping 
Personal requesters or requesters as defined in 3.1. retain the right to interact with 
Skypiom regarding Personal Information. Evidence of such interaction will be kept 
on record. 
 
 

3.7. Records Held on Behalf of Customers 
Where Skypiom holds records or Personal Information on behalf of a customer in 
the course of providing its services, Skypiom acts as the customer’s Operator and 
the customer is the Responsible Party. A request for access to, or for the correction 
or deletion of, those records or that information must be made to the customer’s 
own Information Officer. If Skypiom receives such a request directly, it will refer the 
requester to the customer and will not respond to it, unless the law requires 
otherwise. 
 

 



Date: 22nd October 2026 Version 1.10 (E&OE)  Page        of  17 11 

4. POPIA Compliance  
 
Section 14 of the Constitution of the Republic of South Africa, 1996, provides that 
everyone has the right to privacy.  
 
The right to privacy includes a right to protection against the unlawful collection, 
retention, dissemination and use of personal information. 
 
POPIA gives a data subject the right, in the prescribed manner, to ask Skypiom, 
where Skypiom is the Responsible Party, to: 
i. correct or delete Personal Information about the data subject in Skypiom’s 

possession or under Skypiom’s control that is inaccurate, irrelevant, 
excessive, out of date, incomplete, misleading or obtained unlawfully; or 

ii. destroy or delete a record of Personal Information about the data subject that 
Skypiom is no longer authorised to retain. 

 
A data subject may also object to the processing of Personal Information. 
Objections and requests for correction or deletion are free of charge and may be 
made on a form substantially similar to Form 1 or Form 2 (available from the 
Regulator), by hand, by post, by email to info@skypiom.com, or by any other 
means by which the data subject reasonably communicates with Skypiom. Skypiom 
will notify the data subject in writing of the outcome of a correction or deletion 
request within 30 (thirty) days. 
 
Skypiom endorses the spirit of PAIA and POPIA and believes that this manual will 
assist requesters in exercising their rights. The following sections set out the 
measures that Skypiom takes to comply with POPIA. 
 
 

4.1. Conditions for Lawful Processing of Information 
Skypiom is committed to complying with the eight conditions of lawful processing of 
Personal Information as set out in POPIA, namely: 

i. Accountability: Skypiom must ensure that the seven other conditions are met 
throughout the data processing lifecycle. 

ii. Processing Limitation: Skypiom must process the Personal Information in a 
manner that is adequate, relevant, and not excessive for the purposes it is 
being processed for. 

iii. Purpose Specification: Skypiom must have a specific and lawful purpose that 
is related to its business activities. 

iv. Further Processing Limitation: Anything else done with the data must be 
compatible with the original purpose for collection. 

v. Information Quality: Skypiom must make sure the Personal Information it 
collects is correct. 

vi. Openness: Skypiom will be open and transparent about its processes around 
Personal Information. 

vii. Security Safeguards: Skypiom needs to safeguard the integrity and 
confidentiality of the Personal Information it processes. 

viii. Data Subject Participation: Customers have the right to know if Skypiom holds 
their Personal Information and how it is being used or shared. 

 
 
4.2. Consent for Processing Personal Information 

i. Skypiom shall obtain consent to process Personal Information whenever 
necessary. 
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ii. In cases where Skypiom does not seek the consent of its customers, Skypiom 
will process their data to comply with a legal obligation on its part, to perform 
a contract, or to protect a legitimate interest.  

iii. If a data subject withdraws consent, or lawfully objects to the processing of 
Personal Information, Skypiom will stop the processing concerned unless the 
law requires or permits it to continue, including where the processing is 
necessary to perform a contract, to comply with a legal obligation, or to 
establish, exercise or defend legal claims. 

 
 

4.3. Source of Personal Information 
Skypiom collects personal information directly from the customer whose information 
it needs unless: 

i. The information is public information; or  
ii. Consent to collecting personal information from another source has been 

obtained from the customer; or  
iii. It does not prejudice the customer if the information is obtained from another 

provider; or  
iv. The information is needed to maintain law and order or national security; or  
v. The collection of information is required by law; or  
vi. Insofar as the information collected is required to conduct proceedings in any 

court or tribunal, such proceedings having commenced or being 
contemplated; or  

vii. This information is necessary to protect Skypiom’s legitimate interests; or  
viii. Seeking consent would compromise the purpose of collecting information; or  
ix. Seeking consent is not reasonably practical in the circumstances; or 
x. The information is supplied to Skypiom by a customer, as Responsible Party, 

for Skypiom to process as the customer’s Operator. 
 

4.4. Purpose for Processing of Personal Information 
Chapter 3 of POPIA states that “Personal Information may only be processed if, 
given the purpose for which it is processed, it is adequate, relevant and not 
excessive”. Skypiom will only collect and process Personal Information where 
legally and contractually permitted, authorised, and obliged to do so. Personal 
Information will be used to: 

i. comply with legislation and/or lawful obligations; 
ii. give effect to a contractual relationship between Skypiom, a customer and/or 

public user; 
iii. conduct Skypiom’s business operations; 
iv. provide, secure and support Skypiom, and keep records for security, dispute 

resolution and as evidence in the event of abuse; and 
v. protect the legitimate interests of Skypiom, a customer, the public user, or any 

third parties. 
 
4.5. Personal Information Processed by Skypiom 

Skypiom collects and processes Personal Information pertaining to a customer’s 
learning and development as well as personality and cognitive ability by virtue of a 
HPCSA listed personality profiling tool (“SOPCAPS”), which includes, but is not 
limited to, the categories described in section 2.8. The type of information collected 
will depend on the need for which it is collected and will be processed for that 
purpose only.  
Skypiom does not sell, rent or otherwise share Personal Information with third 
parties for their own purposes. Skypiom uses service providers that process 
Personal Information only on Skypiom’s behalf and for Skypiom’s purposes, and 
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discloses Personal Information to regulators and other authorities only where the 
law requires, as described in sections 4.9 and 4.10. 
 
Skypiom follows a paperless business policy in line with the Electronic 
Communications and Transactions Act 25 of 2002 to which end all physical 
documents will be converted into electronic formats, after which the physical 
document will be destroyed.  
 
Skypiom will destroy or delete any records of personal information (so that its 
customers are no longer identifiable) as soon as reasonably possible after the time 
period for which Skypiom was allowed to hold the information has expired.  

 
 
4.6. Personal Information Access Control 

Skypiom shall secure the integrity of the Personal Information in its possession or 
under its control by: 

i. Taking appropriate, reasonable, technical and organisational measures to 
prevent loss of, or damage to, or unauthorised destruction of the Personal 
Information or unlawful access to or processing of the Personal Information 
and which provide a level of security appropriate to the risk represented by 
the processing and the nature of the Personal Information to be protected; 

ii. Taking reasonable steps to ensure the reliability of any of its employees who 
have access to Personal Information; 

iii. Limiting access to the Personal Information only to those employees who 
need to know to enable Skypiom to achieve the purposes and objectives of 
any agreement in terms of which processing is required, and taking 
reasonable steps to ensure that employees used by it to process the Personal 
Information are trained in the care and handling of the Personal Information; 

iv. Providing the owner of the Personal Information with reasonable co-operation 
and assistance in relation to any requests for access or correction or 
complaints made by data subjects. 

 
 
4.7. Restriction on processing Personal Information 

Where Skypiom is the Responsible Party, it must restrict the processing of Personal 
Information in the following situations:  

i. If the accuracy of the information is contested, for the time necessary for 
Skypiom to verify the accuracy of the information.   

ii. If the purpose for which the personal information was collected has been 
fulfilled and the information is being retained only for the purposes of proof. 

iii. It is unlawful to process the Personal Information and the customer opposes 
destruction or deletion and requests its restriction. 

iv. If the customer requests transfer thereof to another automated data 
processing system. 

 
 
4.8. Disclosure of Systems, Procedures and Storage 

Skypiom makes use of a number of systems, procedures and storage solutions that 
comprise the entire value offering.  
i. Skypiom’s platform is hosted with a leading cloud infrastructure provider, 

Amazon Web Services, whose environment holds recognised independent 
security certifications.  

ii. Personal Information on the platform is encrypted in transit and at rest using 
industry-standard methods, and access to it is restricted to authorised 
personnel who need it.  
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iii. Skypiom’s employees work on company-managed devices protected by 
encryption and access controls, and its administrative information is stored 
with a reputable business cloud storage provider that applies encryption and 
access controls.  

iv. Skypiom reviews and upgrades its systems from time to time. No system can 
be guaranteed to be completely secure, and Skypiom does not warrant that 
its security measures will prevent every unauthorised access, loss or 
disclosure. 

 
 

4.9. Transborder Flow of Personal Information  
Section 72 of POPIA deals with transfers of Personal Information outside South 
Africa or trans-border information flows. Skypiom may not transfer Personal 
Information about a data subject to a third party who is in a foreign country unless 
certain protections are in place. These include, but are not limited to: 

i. The third party who is the recipient of the information is subject to law, binding 
corporate rules or a binding agreement which provides an adequate level of 
protection. 

ii. The data subject consents to the transfer. 
iii. The transfer is necessary for the performance of a contract between the data 

subject and Skypiom. 
iv. The transfer is necessary for the conclusion or performance of a contract 

concluded in the interest of the data subject between Skypiom and a third 
party.  

v. The transfer is for the benefit of the data subject.  
 

The service providers described in section 4.10 may process Personal Information 
in countries outside South Africa. Skypiom takes reasonable steps to ensure that 
any such transfer meets one of the grounds above. 

 
 
4.10. Disclosure and Transfer of Personal Information to Others 

Skypiom may from time to time disclose Personal Information to the following 
categories of recipients: service providers that process Personal Information on 
Skypiom’s behalf (including providers of hosting, communications and AI 
functionality); Skypiom’s group companies or subsidiaries; professional advisers; 
and government entities, regulators and other authorities where the law requires. 
 
Where Skypiom discloses Personal Information to a service provider that processes 
it on Skypiom’s behalf, it does so under a written agreement that requires the 
provider to keep the Personal Information confidential and secure and to process it 
only for Skypiom’s purposes. Where Skypiom acts as a customer’s Operator, it 
appoints sub-processors in accordance with its data processing agreement with that 
customer. Disclosure that the law requires is made as the law requires. 

 
 
4.11. Retention, Archiving and Destruction of Personal Information 

Personal Information is not retained for longer than is necessary for achieving the 
purpose for which it was collected and subsequently processed. The exceptions to 
the above principle specifically provided in POPIA are where: 

i. the retention of the record is required or authorised by law; 
ii. Skypiom reasonably requires the record for lawful purposes related to its 

functions or activities;   
iii. the retention of the record is required in terms of an agreement between the 

Skypiom and a customer and/or public user; or  
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iv. the record is retained for historical purposes, with Skypiom having 
established appropriate safeguards against the record being used for any 
other purpose. 

 
When Skypiom is no longer authorised to retain Personal Information, it will delete 
or destroy the Personal Information or the record of it, or de-identify it in a manner 
that prevents its reconstruction in an intelligible form, as soon as reasonably 
practicable. Skypiom reviews Personal Information to confirm that it is eligible for 
disposal before it is disposed of. Customer information that Skypiom holds as 
operator is returned or deleted within 90 (ninety) days after the customer’s Service 
Level Agreement terminates, unless the law requires otherwise or section 2.8 states 
a longer retention period for a category of record. 
 
 

4.12. Security Compromises  
If there are reasonable grounds to believe that Personal Information has been 
accessed or acquired by an unauthorised person, Skypiom will, where it is the 
Responsible Party, notify the Information Regulator and the affected data subjects 
as POPIA requires and, where it is a customer’s Operator, will notify the customer 
immediately. 
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5. Personal Information Impact Assessment 
 
 
A Personal Information Impact Assessment (PIIA) is a process to help identify and 
minimise the data protection risks involved in projects, processes and activities 
involving the processing of Personal Information. 
 
Skypiom may conduct a PIIA, led by the Information Officer or a deputy, when it 
introduces new technologies, systems, solutions or research studies, or where the 
processing of Personal Information is likely to result in a high risk to data subjects or 
to Skypiom. A PIIA may: 

i. describe the nature, scope, context and purposes of the processing; 
ii. assess necessity, proportionality and compliance measures; 
iii. identify and assess risks to the individual; and 
iv. identify any additional measures to mitigate those risks. 

 
PIIAs are reviewed and signed off by the Information Officer or a deputy. 
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6. Prescribed Forms 
 
 

The prescribed forms referred to in this manual are published and maintained by 
the Information Regulator: 

i. PAIA forms (including Form 2: Request for Access to Record, and Form 3: 
Outcome of Request and of Fees Payable); and 

ii. POPIA forms (including Form 1: Objection to the Processing of Personal 
Information, Form 2: Request for Correction or Deletion of Personal 
Information, and Form 4: Application for the Consent of a Data Subject for 
the Processing of Personal Information for the Purpose of Direct Marketing). 

 
A requester who cannot locate these forms may contact the Information Officer, 
who will direct the requester to the current forms. 

 


